Dear Mr. Ajay Kumar Kadel

With reference to your kind request on the 19™ of May 2021, where Nepal Telecom seeks
consultancy with regards to the procurement of a new billing system:

REFERENCE:
ISSUING DATE:
Reply DATE:

Background and Consultation Queries regarding Telecom Billing
19th May 2021

25th May 2021

GTC is very honored to response to the consultation from Nepal telecom:

%+ Question1: Given that Nepal is in an area close to natural calamities like earthquakes,
should geo-redundancy and cloud compuling be used processing billing data consisting of
sensitive personal information like IMSI, IMEI and MSISDN?

Answer {o Question 1:

1. Geo-Redundancy is critical for business continuity especially for mission critical
applications like a billing system and it should be a must to have in your new billing
setup. It is all the more necessary for the telecom operations located in areas close lo
seismic activities like Mepal.

2. Cloud computing is one of the most flamboyant technological innovation of 21
century. Pooled computing resources available through cloud computing have proven
to offer tremendous benefits to business organizations in terms of efficiency, flexibility,
cosl saving and disaster recovery. However, Telecom operalors across the globe have
been very selective in choosing the right cloud approach with selected applications
taking following into consideration:

Return on Investment: While there is relatively low investment in adopling cloud
for given application, bul break evens are sometimes hard as in the long run
the recurring expense over cloud would surpass a onelime capital expenditure
when the longavity of the sotup is certain like 5 years or more.

Pattern of the Traffic; Cloud computing gives benefit when the peak resource
utilization of mulliple applications is spread across the day. However, in case of
lelecom operators it has generally seen that most of the applications' peak
utilization fall around the same time- when traffic is high on the network. Since
Telecom operators have setup dedicated computing instance, there is no
saving when resources are under ulilized

Security; In case of public cloud, the security of the subscriber personal
information (Pl) play important role in decision making

Technical Feasibility: Many applications which are lalency sensitive or hyper
scalable databases or traditional telecom technologies like SS7 do not perform
best in cloud environmant.

Telocom operators around the world are selting up their owned Private Cloud which
gives them better control, Rol and flexibility.
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3. Data Privacy: It is also important to consider dala privacy which has laken center
siage even in the developing economies in last couple of years. Government after
governments are coming up with laws and policies to protect the privacy of its citizens.
Nepal also enacled The Privacy Act, 2075{2018). Chapter-10 of Act describes the
collection and protection of the Personal Information, Clause 25 of Chapter 10 holds
you responsible for making appropriate arrangement against unauthorised access lo
the personal information. Same Act also puts the onus on you to provide data to court,
or agency or official authorized under law in the course of investigation of any criminal
offence. There is it is imperative that personal information should be stored and
processed securely and protected against unauthorised or unlawful processing, loss,
theft destruction or damage.

4. Cross border data transfer: The securily of personal dala iransferred across nalional
borders has been one of the drivers for international consensus on the fundamental
principles for the protection of personal data. For example, the principle articulaled in
the OECD Privacy Framewark (OECD 2013) regarding transborder flows of personal
data is that a data controller "remains accountable for personal data under its control
withoul regard to the location of the data” (adopted in 1980 and revised in 2013, Article
17). However, due lo uncerainty regarding data protection standards in foreign
countries, many countries limit extraterritorial transfer of personal data. Such transfers
may be permitted in certain circumstances or when the data protection standards in a
third country aré deemed adequalte.

5. Many countries which earfier did not have data privacy laws about the protection of
personal information are now coming up with dala privacy laws which are compelling
telecom operalors lo localised slorage and processing of Pl data.

Given the above aspecls, it is suggested thal if offshore-cloud provider is localed in a
foreign country, the foreign country should have reasonably strong data privacy laws and
should adhere lo the Nepal Laws as well which is unfikely. If cloud provider is based in
Nepal, you can you consider that for building standby disasler recovery site.

< Question2: Whal Is the effect il the core network equipment and billing system are bath
manufactured by the same company7

We hope we answered your queries and wish you the wisdom to select the best partner for the
procurement of a new billing system,

With Kind Regards,

Erik van Stokkom
CCOo

GTC - Karwendelstrasse 17 - B2049 Pullach i. Isartal = Germany
www.globaltelcoconsult.com


dell 2
Highlight

dell 2
Highlight

dell 2
Highlight

dell 2
Highlight

dell 2
Highlight

dell 2
Highlight

dell 2
Highlight

dell 2
Highlight




